BLUEPRINT

Data Security Advice for K-12 Leaders

It is increasingly important for schools and districts to understand data protection and cybersecurity, yet many school
leaders struggle to understand what actions are required and how to comply with new legal requirements. School
faculty need the knowledge and skills necessary to strengthen security policies and procedures.

According to the K=12 Cybersecurity Resource Center,

there have been approximately 800 school-related
cyberattack incidents since 2016. Why? Mostly because
hackers know that schools and districts are vulnerable
and ripe for data exploitation. But only 52% of districts
say that breach detection is their highest cybersecurity
concern, according to the Consortium for School
Networking’s 2018-2019 Infrastructure Survey. Only 12%

of districts have a dedicated network security person.
Also, roughly a third of districts allocate just 10% or

more of their technology budget to network security,
while slightly less than a third spend 5-9.99% and the
remaining third allocates less than 5% of their technology
budget.

Without resources, threats to district operations and student
records can't be addressed adequately.

Striking a Balance

In a 2019 Gallup survey, 53% of teachers reported that their

students use digital learning tools every day to learn. And
70% of these students use these tools outside of school at
least a few days a week. And while it's clear that student data
enhances continuous academic improvement and the power
to personalize learning, the appropriate balance must be
struck between instructional needs and security.

To Err is Human

While the most valuable asset of a school is its people, staff
and faculty can also be a school’s principal weakness in terms
of data security. Whether it's including the wrong attachment

or clicking on a phishing email, human error can wreak havoc

on a school’s network. Ensuring that faculty only have access
to the data that they absolutely need for their jobs is vital.

A solid data security strategy requires that security principles
are embedded in everyday school life, rather than simply
having staff be “up to date” on the latest security and privacy
legislation. Everyone who has access to student data needs
to learn how to handle this data securely, effectively, and
ethically.

One approach in protecting data is to minimize the amount
of it that a school has. Faculty should first consider what data
is absolutely necessary to collect, treating data like how one
would treat hard copy files with limited filing space. Another
consideration to removing human error is to deploy artificial
intelligence. Al-powered content filtering tools not only help
block students’ access to harmful content but often include
privacy features that can support the protection of sensitive
information.

"A solid data security strategy requires that
security principles are embedded in everyday
school life”

From the Top

Some administrators take a hands-off approach to
cybersecurity, while many districts don’t offer regular
cybersecurity training to staff. But data security is not simply
an IT problem: it's a multi-stakeholder priority for school
districts that starts at the top. Superintendents are crucial to
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district cybersecurity efforts. They establish the issue
as a priority, while ensuring that stakeholders (such

as parents) are informed about the district’s security
program. One simple thing administrators can do is

to ask questions about relevant procedures and what
the current response is to data breaches or other cyber

incidents.

A School-wide Effort

Faculty need to understand that cybersecurity affects
all operations of school: everything from digital
learning in the classroom and regulatory concerns
such as FERPA to operations and even payroll.

To help with cybersecurity efforts, it's advisable to
start with education and change management. This
could take shape as, for example, requiring that IT
vet any new applications that teachers wish to use in
their classrooms. It can also take form as a thorough
education into how “bad actors” can easily access
faculty email accounts. School leaders should do
whatever it takes to instill a school-wide respect for—

and understanding of—data security.

Sending educators to education technology
conferences to learn best practices and obtain
information that they can later share with peers is
another way to open minds to the threats at hand,

as well as well as learning new measures to prevent
cyberattacks. IT professionals and faculty can also work

together on digital citizenship instruction for students.

Continual management of a compliance program
that designates rules, procedures, and the individual
or group responsible for decisions is a good starting
point. Working with your district’s legal counsel

and coordinating compliance with your technology,
assessment, curriculum, student services, human
resources, and all technology vendors, should also be
a priority.

Other Considerations

Student data policies are inextricably tied

to governance, discipline, purchasing, and
communications practices. School leaders should
know that protecting student data privacy is a
primary concern of parents and peers, and that no
governance program can be effective without their
support. Assessing privacy and compliance policies
and practices is constantly top of mind: or should
be. A school’s data privacy and compliance practices

should also be easily available on the school’s website,

student handbooks, and various communications.

If you consider the costs of stolen, damaged or
compromised data—not to mention the cost of

a school’s reputation—it is clear that schools and
districts can't afford to let down their guard when it
comes to cybersecurity. It's an investment that will only
pay off great dividends in the future.

Learn more

Learn more about data privacy for K-12
education at CDW.
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